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Overview and Background




ChatGPT?

ChatGPT is an artificial intelligence (Al) chatbot
that uses natural language processing to create
humanlike conversational dialogue. The language
model can respond to questions and compose
various written content, including articles, social
media posts, essays, code and emails.



ChatGPT: This Webinar

Understanding ChatGPT is a key to unlocking its full potential. ChatGPT is a cutting-edge
language model developed by OpenAl. At its core, it's a machine learning algorithm that has
been trained on a vast amount of text data to generate human-like text based on the input it
receives. Think of it as a virtual conversation partner, capable of answering questions,
providing information, assisting with tasks, and engaging in discussions on a wide range of

topics.

What makes ChatGPT remarkable is its ability to understand and generate text that is
contextually relevant. It analyzes the words and phrases in the input it receives and
generates coherent responses based on its understanding of the language. However, it's
important to note that ChatGPT doesn't possess true understanding or consciousness; it

doesn't have personal experiences or emotions.
‘> Regenerate







Large Language Models (LLMs) can
be used to generate all sorts of content.
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Generative AI goes beyond text to images and
audio.




Generative AI advancements

2018 2019 2020 2021 2022 2023

GPT1 GPT?2 GPT 3

DALL-E  DALL-E 2 ChatGPT

Microsoft Google calls
invests S1B in “Code Red”
OpenAl on Al

(maker of GPT)



Generative Al in the headlines

2023
Google shows Google announces OpenAl announces ChatGPT
Bard, its ChatGPT Generative Al in Docs, Gmail plug-ins to get real time data and
challenger (Feb 6) and other apps (Mar 14) work with other apps (Mar 23)
Microsoft Microsoft Microsoft announces integration
invests $10B integrates of GPT4 with Office & 365 (Mar 16)
in OpenAl GPT4 into Bing,
(Jan 23) its search OpenAl releases

engine (Feb 8) GPT4 (Mar 14)



The Evolution of ChatGPT

B °2018 * 2019 * 2020 ) *2023

| *Genratieve | 2022 VST o I © ChatGPT

e Multi-Task * Bigger - GPI-4
Training Model ® InstructGPT ' (Human

" Pre-
' Feedback)

training

ChatGPT uses deep learning, a subset of machine learning, to produce humanlike
text through transformer neural networks. The transformer predicts text -- including
the next word, sentence or paragraph -- based on its training data's typical sequence



Deeper Look
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The Good




ChatGPT + Cybersecurity

Cyberthreats, attacks and impacts continue to rise.

38% 112M S2M 29%

increase in global attacks on loT devices average cost of a forecasted growth of
cyber attacks in 2022 in 2022, an increase of public sector data public cloud services
(Security Magazine) 877% (SonicWall) breach in the US (IBM) in 2023 (Gartner)




Cyberthreat tactics and techniques are growing.

Mitre Enterprise ATT&CK Matl’iX MITRE | ATT&CK' Matrices  Tactics -  Technigues -  DataSources  Mitigations ~  Groups ~ Software  Campaigns  Resources ~  Blog 7  Contribute

ATT&CK Matrix for Enterprise
1 4 Ca te g O ri eS Of t h reat layout: flat ~ show sub-techniques = hide sub-techniques

Reconnaissance Resource Initial Access Execution Persistence Privilege Defense Evasion  Credential Discovery Lateral Collection Command  Exfiltration
Development Escalation Access Movement and Control
10 technigues 7 technigues 9 technigues 13 techniques 19 technigues 13 techniques 42 technigues 17 technigues 30 techniques 9 technigues 17 techniques 16 technigues 9 technigues

220+ techniques

Associated detections &
mitigations

Separate matrices for ICS & mobile

Used extensively by CISA




How can we use Al to help
Cybersecurity?

When asked ChatGPT outlined some potential uses, and the Al responded with the
following:

Phishing detection: ChatGPT can be trained to identify and flag suspicious emails and
messages that may be part of a phishing campaign. By analyzing the language and
structure of the message, ChatGPT can determine if it is likely to be a genuine
communication or a malicious attempt to steal sensitive information.

Social engineering: ChatGPT can be used to simulate social engineering attacks, such
as spear-phishing or pretexting. This can help security teams identify potential
vulnerabilities and test the effectiveness of their security awareness training programs.
Security incident response: ChatGPT can be used to quickly analyze large amounts of
log data and other incident-related information to help security teams identify the

scope and severity of a security incident, and take appropriate actions to contain and
mitigate the threat.



Hmm...the Good

Assist Threat Researchers
Generating SIEM Search Queries
Command-Line Triage




Threat Researchers

Worried about threats to
Active Directory?

Organizational Units (OUs) in Active Directory are used to organize and manage objects
within a domain. They work as containers to group and hierarchically structure objects such
as users, groups, and other OUs. This allows for a more structured and manageable way to
apply policies, permissions, and delegate control to different administrators. OUs enable
more granular control over different parts of the organization, making i1t easier to manage

and maintain the active directory infrastructure.



Threat Researchers

Active Dir  (AD) is a critical component of many organizations' IT infrastructure, anc

such, it's a prime target for cyber threats. Here are some common cyber threats that

Wo rri Ed a bo U t th rea ts to specifically target Active Directory:
Active Directory? i

inside, they can move laterally through the network, accessing sensitive information and

systems.

ytain hashed or enc
compromi

ne

Malware and Ransomware: Malware and ransomware can infect AD servers, potentially
leading to data theft, system disruption, or ransom demands.

Privilege Escalation: Once inside the net ; y to escalate their priviles
within AD, gaining higher levels of access to critical systems and data.

Active Directory Reconnaissance: Attackers often perform reconnaissa

users, groups, and permissions. This infor

targeted attacks.

DNS Attacks: Manipulating DMS records can redirect AD authentication traffic, leading to
man-in-the-middle attacks or credential theft.

ALy

Password Policy Bypass: A




Threat Researchers

Worried about threats to
Active Directory?

Jo Write a Sentinel search query to identify the number of Active Directory logon
failures for users within a 24 hour period

@ event_category:Authentication
event_type:Failure
user_name:”
event time:>now-24h

| count



Threat Researchers

J0  What are the log fields in NetFlow?

@ NetFlow typically includes the following fields:

Source IP address

Destination IP address

Source port

Destination port

* Layer 3 protocol (e.g. TCP, UDP, ICMP)
* Number of bytes

Number of packets

* Start time of the flow

* End time of the flow

Type of service (ToS)

Input/output interface on the router

* TCP flags (e.g. SYN, ACK)
Autonomous system (AS) number for the source and destination IP addresses

* Router IP address (the device that exported the flow)



SIEM Sifting

ChatGPT can help the user
with some examples and
can share best practices
and tips to enhance users’
SPL skills. It can cover @ index="windows" EventCode=4625 AND FailureType!=0 | stats count by
tOpiCS such as data AccountName | sort -count

sourcetypes, field

extractions, time-based

searches, correlation

searches, and advanced

statistical analysis.

JO  Write a Splunk search query to identify the number of Active Directory logon
failures for users within a 24 hour period



SIEM Sifting

JO

&

Write a Splunk search query to detect command and control beaconing
activity using subdomain DNS requests

index=dns sourcetype=dns | regex _subdomain=".*.([a-zA-Z0-9]{5,}).([a-zA-Z0-
91{2,3})" | stats count by _subdomain | sort -count

This query searches for DNS requests in the "dns” index and "dns" sourcetype,
then uses a regular expression to extract subdomains that are at least 5
characters long and have a top-level domain of 2 or 3 characters. It then
counts the number of occurrences of each subdomain and sorts the results by
count, with the highest count at the top. This can help detect potential
command and control beaconing activity by identifying subdomains that are

being requested frequently or in a pattern.



ChatGPT can Tier 2-3 SOC
analysts view issues and alerts

®

Command-line Triage

You can use the command below to retrieve a list of unique IPs from Apache2 access logs:

G Copy code

cat /var/log/apache2/access.log | awk | sort | unig

This command will:

Use the “cat™ command to read the contents of the Apache2 access log file, which is
typically located at * /var/log/apache2/access.log’

Use the “awk™ command to print the first field of each line, which corresponds to the IP
address

Use the “sort™ command to sort the IP addresses

Use the “uniq” command to remove any duplicates from the list

This will give you a list of unique IP addresses from the access logs.

You can also use:

f_'} Copy code

grep -0k ~ { > }\ { b }‘\ { » }\ { » }'

/var/log/apache2/access | sort -u

This command uses ~grep” to match IP pattern and ~-o" option to only print the matched

part, *-E” allows to use regular expression, “sort -u" to sort and remove duplicates.



Command-line Triage

ChatGPT can help the user with Rttt Saps il S SRR S SRl i
PowerShell command to gather

core indicators of compromise
related to some malicious files.

——r e M TR R e e e S i P - S 1 I [ s e o |
@ {OLl Can use the 1ollowll L rc wersnell COl 1ana o ret v LIie [1e Slie, || = [1idlllE =1h1%
SHAAZ20 Trom all eES5 I a 1Aldel rnaitiedl vigadivywal e

ﬁj Copy code

Get-ChildItem -Path | ForEach-Object {
= .FullName
= .Length
= (Get-FileHash -Algorithm SHA256 ) .Hash
[PSCustomObject]@{
File =
Size =
SHA256 =
}
}



Command-line Triage

It worked!!!

B Windows PowerShell X+ o~ - O
PS C:\Users\JBeam\Desktop> Get-ChildItem -Path 'Malware' | ForEach-Object {
> $file = %_.FullName
> $size = %_.Length
> $hash = (Get-FileHash -Algorithm SHA256 $file).Hash
>> [PSCustomObject]@{
= File = $file
= Size = $size
> SHA256 $hash
> t
»> }

File Size SHA256

C:\Users\JBeam\Desktop\Malware\definitely_not_malware.exe y7eez2 9255723E5A6E96CEB29E11DF28C38308UTOF2C5C38C58EUS5853B2AU8255DA2ZFSC
C:\Users\JBeam\Desktop\Malware\download_more_RAM.bat 135196 S56EB893DFD75988FFCEF8CALEELCD257CO97TATO392CEU331EEBCC2C8815C218FCS
C:\Users\JBeam\Desktop\Malware\never_gonna_give_you_up.psl 139879 7A65C9F1CBDDEPEC165F83EAB2ALFTEGOE99T96CFIDC3ETAUBBCB62ELU26287D2



Other Ideas

Behavioral analysis: ChatGPT can be trained to analyze network logs and other data to
identify patterns of behavior that may indicate an APT. For example, it can be trained to look
for signs of lateral movement, data exfiltration, or other indicators of malicious activity. Our
disclaimer: Again, it's worth bearing in mind how much of your own data you want to feed
into ChatGPT, and whether the benefits outweigh any potential risks.

TTP analysis: ChatGPT can also be trained to analyze the tactics, techniques, and procedures
(TTPs) used by APTs. By analyzing the methods used by an attacker to infiltrate a network
and move laterally, it can help security teams identify the origin and intent of the attack.

Threat intelligence: ChatGPT can be used to analyze large amounts of data from various
sources, such as the dark web and social media, to identify potential APTs and track the
activities of cyber criminal groups and state-sponsored hackers.

Report generation: ChatGPT can be used to generate detailed reports on APT activity,
including information on the scope and severity of the attack, the systems and data affected,
and recommendations for containing and mitigating the threat.”






OpenAl Usage Policies

As of my last knowledge update in Septembe

and guidelines for their GPT-3 models, which include ChatGPT. Howe

guidelines may have evolved since then, so it's important to refer to OpenAl

documentation or website for the most up-to-date information.

principles and : ts typically covered in the L

ille or unethical purposes. This includes generating c

violence, harassment, or misinformation.

Respect for Privacy: Users are usually required to respect the priva

individuals mentioned in their interactions with the Al model. This means refraining from
generating personal or confidential information about others without their consent.
Avoiding Misrepresentation: Users are often encouraged not to misrepresent the Al's
responses as human-generated or endorsed by OpenAl when sharing or publishing
content.

Compliance with Applicable Laws: Us of the Al model should adhere to all applicable
laws and regulations in the user's jurisdiction.

Monitoring and Moderation: Sor vices that provide access to ChatGPT
may implement monitoring and moderation to prevent misuse and enforce th

Reporting Misuse: Users are often encouragedtor

of th

s and ensuring

E=

oups, such as dey



Hmm...the Bad

Writing Command-Line Arguments
NTLM HTML Brute Forcer
Social Engineering Phishing Emaills




Writing Command-Line Arguments

@ (7] Copy code

ChatGPT can write syntax
correct commands — here is an
Nmap command generated
that will perform service and
operating system
fingerprinting.

nmap -A -T4 -sV -0

This content may violate our content policy. If you believe this to be in error, please
submit your feedback — your input will aid our research in this area.




# Security Blue Team 1s not responsible
mport argparse
import requests

from requests.auth Tmport HTTPBasicAuth
# Function to read usernames and passwords from text f1les

det read credentials(username_t1le, password _tile):

with openfusername _file, 'r'}) as f:

usernames = f.readlines{)

with open(password_file, 'r') as f:

The code from ChatGPT  passwords = f.readlines()

raturn usernames, FHEEWU’dE

Parse command Line arguments

The prompt: “Write a Python script that tests HTTP NTLM prser = arparse Argaencrarser

.add_argument('url®, help="URL to te=zt WNTLM authentication against")

authentication using a list of usernames and passwords.” il argument('username? , help=tSingle usernme or the path 0 8 username

«add_argument('password', help="51ngle password or the path tc a password

s = parser.parse_args()

Then, the instructions became a bit more specific: "Modify L
- - Usernames,; pPasswords = read_credentialsiargs.username ArgEs. password)
to take either a single username and password, or a except FileNotFoundError:

args. usernname

username list and password list from txt files.” assworcs = (args. passvord

M authentication for sach user

1 rangel len{usernameas) )

Then: "Modify the URL parameter to be a command line

argument.” e o o ST e e rmenes =R
print(f'Successful authentication for user {usernames[i]}')

The script will send an HTTP get request to the specified cxcept roqvests.exceptions.Redvestieception oo o

URL for each combination of username and password in

the lists. It will also print a message indicating success or

failure. In the end, we received the following code:




Social Engineering Phishing Emails

While a user couldn’t explicitly

prompt ChatGPT to create a phishing
email, there’'s nothing to stop threat
actors from crafting a legitimate
email asking the recipient to click a
link or download an attachment, and

simply use that instead.

Write an email that asks employees to click a link to view their annual
performance-based bonus and claim this bonus, stating it must be completed
within 24 hours for it to be paid next week

Subject: Annual Performance-Based Bonus - Claim Now
Dear Employees,

| am pleased to inform you that your annual performance-based bonus is now
available for viewing. Please click on the following link to view your bonus:

[Insert link herel].

Please note that this bonus must be claimed within 24 hours in order to be
paid out next week. If you do not claim your bonus within this timeframe, it

will be forfeited.

If you have any questions or concerns, please do not hesitate to reach out to

me.
Thank you for your hard work and dedication to our company.

Best regards,

[Your Name]






Is AI a Risk?

AI becomes one of the top five emerging risks in Q2 2023:

Generative artificial intelligence (AI), such as OpenAI's ChatGPT and
Google Bard, has become a top concern for enterprise risk executives
in the second quarter of 2023, according to a recent report by
Gartner, Inc.

Aug 11, 2023



Generative Al

Has [T and Security bought in/approve?

What relationships does the organizaiton
have with potential vendors today?

What are the SLAs and terms of service?

Ask questions before investing in

How do vendors gather, process, store and

secure information?

What biases do the models have?

Who owns the data and results?



Assessing Personal Risk

Identify Your Vulnerabilities
Assess Your Risks Identify Relevant Threats

Prioritize Threats

Security Incident Response
Elaborate Customized

; IT inuity Pl
Security Plans SENHAUIAE a0

Personal Cybersecurity Strategy

Data Breach Response

Role-Playing To Test Your Social Engineering Defense

Plans
Disaster Recovery Planning
ChatGPT for Personal
Cybersecurity Phishing Email Recognition
Get Trained to Identify ; .
Secure Browsing Habits
Threats

loT Device Security

Compare Cybersecurity Softwares

Check They Don't Duplicate Each
Other

Make Sure Tools Fit Your Needs

Compare Tools

Assess Security Needs
Optimize your

Cybersecurity Budget Research Cost-Effective Solutions

Reevaluate Security Expenditures



Data Leak a Risk?

TECH - MICROSOFT

Microsoft Al researchers accidentally leak 38TB of

company data




HOW DO YOU USE CHATGPT? :—

Nearly 1 in 4 employed respondents have
used ChatGPT for work. Of them, 29% did

- \!. so without their employer's knowledge.

Industries Most Likely To Use ChatGPT ...

6% 10% 58% 90% ’ 31% . 30% .

Marketing Education Health care Business Construction Tech
services




The Unknown



The Trends, Policies, & Unknowns

New Computing
models will drive
better and
accessible GAN
models




ChatGPT Usage Trends

Generative Al Framework

Generative or
conversational

Is this the sort of work a
generative Al can do? Does it
involve conversation or creation
of new material? Al should
probably not make decisions

at this stage, but it can
present/sort information

and answer questions.

INFO~TECH

Develop Service
Offerings

Identify Opportunities
Work the Plan

Knowledge Management
Manage Documents
Manage Enterprise Data
Track Opportunities & Commitments

L e Train Staff
Identify Existing - _
Capabilities Maintain Client Contact History

Develop Plan Create Proposals Manage Workflow
Develop Approach

. Calculate & Send Bills

Manage Utilization

Recruit Staff

Valuable

The capabilities of the generative Al
would meaningfully reduce manual
effort in completing a task. Tasks
that require extensive permissions,
highly specific or contextual
expertise, or could expose the
organization to risk would not
generally fall into this category.

Repeatable

Is the task repeatable such that it
occurs frequently enough to train a
model and recoup initial investment?




The Trends, Policies, & Unknowns

From a number
of dimensions —
here research has
skyrocketed in
2023




ChatGPT Usage Trends

Transactions by Country

_F'hilippines

Singapore

Malaysia

; United States
Caﬂada

Germany

France

Japan

Australia

United Kingdom




ChatGPT Usage Trends

~ Path to 1 million users* (# of days from launch)

'gji' ChatGPT f':)) Instagram Spotify

~5 days ~75 days ~150 days

Sources: Google, Subredditstats, Media Reports




ChatGPT Usage Trends

Top Blocked Applications

BoldChat Enterprise

Intercom

VWO

|___i"u"l‘:*_PBr$OH

ChatGPT




Industry Trends

Top 3 IndUStry verticals Transactions by Industry Vertical
using AI/ML

ENTERTAINMENT

MANUFACTURING

GOVERNMENT

¢ F i Nnance TRANSPORTATION /4

OTHERS

ENERGY OIL_GAS  / FINANCE_INSURANCE

« Technology

REIAIL_VWHOLESALE -

» Services - T




ChatGPT Usage Trends

ChatGPT1 Transactions

400M

I B

Transactions




The Trends,

|
Which jurisdictions are pioneering the implementation
of legislation or guidance on Al?

olicies, & Unknowns
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US National Cybersecurity Strategy

The five pillars strongly emphasize public private partnerships.

1.

Defend Critical Infrastructure

Disrupt and Dismantle Threat Actors

Shape Market Forces to Drive Security and Resilience
Invest in a Resilient Future

Forge International Partnerships to Pursue Shared Goals

NATIONAL
CYBERSECURITY
STRATEGY

MARCH 2023




Unknowns

 Ethical and Moral Considerations: As generative AI becomes more capable, there are ethical
concerns about its potential misuse, such as creating deepfakes, generating harmful content, or
spreading misinformation.

- Bias and Fairness: Generative AI models can inadvertently learn and propagate biases present
in their training data. Addressing and mitigating these biases is an ongoing challenge.

- Explainability and Accountability: Understanding how these models generate their outputs is
difficult, making it challenging to hold them accountable for errors or biased responses.

- Control and Fine-tuning: Controlling the output of generative models to ensure it aligns with
ethical guidelines remains an open problem. Fine-tuning such models for specific tasks while
avoiding unintended consequences is another challenge.

- Data Privacy: Generative AI models trained on large datasets can inadvertently memorize and
regurgitate personal or sensitive information, raising concerns about data privacy.

- Generalization Limits: While generative models can generate human-like text, they often
struggle with nuanced and contextually challenging tasks, like deep reasoning, long-context
understanding, or common-sense reasoning.



Unknowns

- Resource Consumption: Training and running large generative models consume significant
computational resources and energy, raising concerns about environmental impact.

- Malicious Use: There's potential for generative AI to be used in cyberattacks, such as generating
convincing phishing emails, misinformation, or content that aims to manipulate individuals or
systems.

- Intellectual Property: As generative Al generates content, questions arise about who owns the
output, particularly in cases where it might resemble existing copyrighted material.

- Regulation and Policy: The regulatory landscape for generative Al is evolving, and it's unclear
how governments will address the technology's challenges while fostering innovation.

- Long-term Implications: The long-term impact of generative Al on society, including its effects
on employment, education, and communication, is uncertain.

« Security: Protecting generative AI models from adversarial attacks, where malicious actors try
to manipulate their output or behavior, is an ongoing challenge.



Conclusion - ChatGPT

Advancing Generative Al requires collaboration among
researchers, policymakers, and the industry to establish
responsible guidelines, develop better techniques for
bias mitigation and explainability, and ensure the
technology is used ethically and safely.

It's an ongoing process, and as generative AI continues
to advance, these unknowns will continue to evolve.



The advance of technology
Is based on making it fit in so
that you don't really even notice
It, so it's part of everyday life.




Do you have
any questions?

We hope you learned something new.
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